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Abstract 

Counterfeit medicines remain a significant public health challenge in Nigeria. The Mobile Authentication 
Service (MAS), introduced as a low-cost SMS-based verification tool, has not delivered the anticipated 
outcomes. This study adopts a mixed-methods design—combined empirical data from stakeholders and 
simulated quantitative data to evaluate MASs technical weaknesses and to propose an AI-driven 
alternative. Results indicate drawbacks in the existing system’s performance attributable to limited 
scalability, vulnerability to code duplication, and user distrust. Simulations show that an AI-enhanced MAS 
achieves higher accuracy, faster response times, and stronger detection rates. The paper contributes a 
computing-oriented evaluation of MAS and introduces a hybrid AI blockchain architecture to secure 
Nigeria’s pharmaceutical supply chain. 

Keywords: Mobile Authentication System; Counterfeit Drugs; Artificial Intelligence; Data Science; Mixed-
Methods Evaluation; Nigeria; Blockchain; Pharmaceutical Supply Chain. 

 
1.1 INTRODUCTION 

Nigeria faces persistent risks from substandard and falsified medicines. Although MAS 
was intended to provide an accessible SMS-based verification, field evidence shows 
limited impact due to static code design, centralized and fragmented databases, and poor 
user trust. A computing lens reveals gaps in scalability, resilience to adversarial behaviour, 
and predictive capability issues insufficiently covered in prior policy-focused studies 
(Oyetunde, et al, 2019). 

The proliferation of counterfeit medicines represents one of the most pressing public 
health and socio-technical challenges in sub-Saharan Africa. Nigeria, with its vast 
pharmaceutical market and porous supply chains, is disproportionately affected (Wada, 
2022 & Adigwe et al, 2022). The World Health Organization (WHO) estimates that up to 
42% of global counterfeit medicines circulate in Africa, with Nigeria being one of the 
largest markets (WHO, 2022). Counterfeit medicines contribute to antimicrobial 
resistance, therapeutic failure, morbidity, and mortality, with an estimated 100,000 annual 
deaths in Africa linked to substandard and falsified drugs (Newton et al., 2020). 
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In response to counterfeit medicines, the National Agency for Food and Drug 
Administration and Control (NAFDAC) launched the Mobile Authentication System (MAS) 
in 2012 as a consumer-focused, low-cost verification tool designed to curb the circulation 
of counterfeit pharmaceuticals (NAFDAC, 2019). MAS relies on a unique scratch code 
printed on drug packaging, which consumers can verify by sending the code via SMS to 
a centralized database. A response confirming authenticity is returned, allowing 
consumers to avoid counterfeit products (Akinyemi et al., 2021). 

The MAS model was initially celebrated as a scalable and context-appropriate 
technological solution for Nigeria’s infrastructural realities, leveraging high mobile phone 
penetration and bypassing the need for expensive hardware. However, more than a 
decade after its deployment, evidence suggests that MAS has failed to significantly 
reduce the prevalence of counterfeit drugs in the Nigerian market (Adeloye et al., 2022; 
Uzochukwu & Okeke, 2023). Parallel informal supply chains continue to thrive, 
counterfeiters have adapted their tactics to exploit MAS vulnerabilities, and consumer 
participation rates have declined. 

Existing research on MAS effectiveness has predominantly focused on user perception, 
regulatory frameworks, and policy design (Ezenduka et al., 2021). While these studies 
offer valuable socio-economic insights, they often neglected technical and architectural 
evaluations of MAS such as data integrity, system scalability, resilience to adversarial 
attacks, and the potential for AI integration. This gap is significant, as counterfeiters 
increasingly deploy data-driven and automated techniques to mimic authentication codes 
and evade detection (Rahman et al., 2021). Without integrating advanced data science 
and artificial intelligence (AI) approaches, MAS remains a reactive tool that verifies codes 
but cannot proactively predict, detect, or adapt to evolving counterfeiting threats. 

Furthermore, infrastructural limitations exacerbate MAS’s shortcomings. The system 
depends on SMS networks, which are often unreliable or expensive for end-users. 
Verification databases are centralized and poorly integrated across manufacturers, 
creating fragmented datasets that limit traceability (Onwuchekwa et al., 2023). In addition, 
the lack of secure serialization technologies such as blockchain means that counterfeiters 
can reuse or clone MAS codes; a weakness that undermines trust and adoption 
(Alshammari et al., 2022). 

1.2 Problem Statement 

After more than a decade, MAS has not substantially reduced counterfeit circulation. 
Technical vulnerabilities include code cloning, SMS dependency, and weak analytics. 
Current research has not adequately examined these technical deficiencies or proposed 
robust AI-driven solutions capable of transforming MAS from a reactive verification tool 
into an intelligent, predictive system. 

This study addresses this critical gap; we perform a mixed-methods technical evaluation 
and propose an AI-enhanced framework integrating predictive modelling, anomaly 
detection, geospatial analytics, and blockchain serialization This novel approach aims to 
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enable proactive counterfeit detection, dynamic risk assessment, and end-to-end supply 
chain security, thereby transforming MAS into a more resilient and adaptive system. 

1.3 Research Questions 

Based on the challenges outlined above, this study is guided by the following research 
questions: 

1) Why has MAS underperformed? 

2) What architectural and data-related weaknesses are most salient?  

3) How can AI and blockchain improve reliability, scalability, and adoption?  

4) What next-generation framework ensures interoperability, real-time performance, 
and robustness? 

These questions serve as the foundation for both the evaluative analysis of MAS and the 
proposed AI-based alternative. 

1.4 Scope and Significance of the Study 

We position MAS as a large-scale, near–real-time authentication system and analyze its 
architecture, data pathways, and algorithmic capabilities. The work contributes to 
computing and applied AI for LMIC contexts. Unlike previous evaluations of MAS, which 
primarily addressed policy and implementation bottlenecks (Bate et al., 2016; Buckley & 
Gostin, 2013), this study adopts a computing-oriented lens. Specifically, it evaluates MAS 
as a large-scale, real-time authentication system. 

1.5 Contribution of the Study 

The significance of this research is threefold. First, it highlights why a national-scale 
authentication platform failed, despite substantial investments and regulatory support. 
Second, it provides a computational diagnosis of failure; examining issues such as 
system scalability, code-generation vulnerabilities, and lack of adaptive learning. Third, it 
proposes a new AI-driven hybrid framework that leverages anomaly detection, blockchain 
immutability, and user-centric design. This contribution is not only relevant for Nigeria but 
also applicable to other low and middle-income countries (LMICs) struggling with 
counterfeit drug markets (World Health Organization [WHO], 2017). 

In preview, the proposed framework envisions a three-layered architecture: 

 User Layer (pharmacists, consumers, regulators using mobile/web apps) 

 Verification Layer (blockchain-based authentication ledger with real-time anomaly 
detection) 

 Analytics Layer (AI-driven predictive modeling to flag suspicious patterns in drug 
authentication attempts) 
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This layered architecture directly addresses MAS’s failure to adapt to counterfeiter 
strategies and ensures transparency across the supply chain. 

1.6 Conceptual Framework 

The conceptual structure of this research is illustrated in Figure 1, which shows the 
relationship between MAS weaknesses, AI-data science interventions, and expected 
system outcomes. By integrating anomaly detection, blockchain-based immutability, and 
user-driven trust, the framework bridges the gap between technical robustness and public 
health needs. 

 

Figure 1: Conceptual model illustrating AI-driven authentication against 
counterfeit drugs in Nigeria 
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2. LITERATURE REVIEW 

This section reviews global experiences with counterfeit drug detection technologies, 
focusing on mobile authentication services (MAS) and related digital systems in both low- 
and middle-income countries (LMICs) and high-income settings. It highlights technical 
and socio-contextual factors that explain successes and failures and motivates the 
proposed AI-enhanced framework. 

2.1 Overview of Counterfeit Drug Detection Systems 

Counterfeit and substandard medicines continue to pose significant risks to global health, 
particularly in LMICs where regulatory infrastructures are weak and supply chains are 
fragmented. The World Health Organization (WHO) estimates that at least 1 in 10 
medicines in LMICs are substandard or falsified, contributing to treatment failure, adverse 
drug reactions, and antimicrobial resistance (WHO, 2017, 2022). Traditional detection 
approaches such as chromatography, spectroscopy, and handheld analyzers—are 
accurate but costly and difficult to scale beyond central laboratories (Bakker et al., 2021). 
To overcome these constraints, digital and mobile-based solutions have emerged, 
enabling point-of-purchase verification through SMS codes, QR codes, mobile apps, and 
track-and-trace systems. These tools attempt to shift some responsibility for 
authentication to consumers and pharmacists by providing low-cost, near-real-time 
verification mechanisms (Rasheed et al., 2018).  

2.2 Evolution of Mobile Authentication Services in LMIC Context 

Nigeria was among the first African countries to institutionalize a nationwide Mobile 
Authentication Service (MAS) scheme, using scratch-off labels and SMS to authenticate 
medicines at the point of sale (NAFDAC, 2019).   Earlier commercial deployments such 
as mPedigree and Sproxil’s Mobile Product Authentication (MPA™) solution in Nigeria 
and Ghana used similar SMS-based codes to allow consumers to verify products and 
receive an instant text response on authenticity (Sproxil, 2015; Wall as cited in Rasheed 
et al., 2018). Empirical evaluations from Nigeria show a mixed picture. Studies on MAS 
among users of antimalarial medicines reported that awareness and willingness to use 
MAS were present but unevenly distributed, with urban, educated groups more likely to 
authenticate products than rural or low-literacy populations (Aisagbonhi & Ilomuanya, 
2016).   Research on audience awareness and use of MAS across broader drug 
categories similarly found that while many consumers had heard of MAS, actual usage at 
the point of purchase was low, and structural barriers (cost of SMS, poor network, lack of 
visible labels) reduced impact (Uzochukwu & Chinedu-Okeke, 2017). More recent 
communication and public engagement studies in South-East Nigeria confirm that MAS 
utilization is still relatively low, especially in rural communities. However, they also suggest 
that where awareness and knowledge are high, MAS is perceived as a potentially efficient 
tool for combating fake drugs (Chinedu-Okeke, 2021; Njoku, 2024).   Factors influencing 
use include perceived reliability, trust in NAFDAC, ease of understanding code 
instructions, and previous experience with failed SMS attempts (Olarewaju et al., 2024).  
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Overall, LMIC evidence shows that MAS-type systems can theoretically empower 
consumers and pharmacists, but real-world success depends on context: network quality, 
affordability, literacy, visibility of labels, and sustained public communication campaigns 
(Rasheed et al., 2018).  

2.3 Technical and Socio-Technical Weaknesses of MAS in Nigeria 

Technical assessments highlight several inherent weaknesses of Nigeria’s MAS 
architecture. First, MAS relies on static, one-time codes. Once a code has been correctly 
authenticated, there is no strong, system-level guarantee preventing its reuse on 
counterfeit packs if the underlying serialisation and data pipeline are not tightly controlled. 
This creates opportunities for code harvesting and duplication (Onwuchekwa et al., 2023; 
NAFDAC, 2019).  

Second, MAS is tightly coupled to SMS infrastructure, which is prone to latency, message 
loss, and variable tariffs. Studies of Nigerian pharmacists and consumers consistently 
identify “no response”, delayed response, or network failure as major reasons for 
discontinuing MAS use (Oyetunde et al., 2019; Olarewaju et al., 2024).  

Third, the centralized database model with limited integration across manufacturers and 
distributors leads to fragmented data silos, weak end-to-end traceability, and limited 
analytics capabilities. Regulatory and supply-chain studies note that MAS operates 
largely as a stand-alone verification layer rather than as part of an integrated digital 
traceability ecosystem (Aiyegbajeje, 2024; Onwuchekwa et al., 2023).  

On the socio-technical side, Nigerian studies converge on a pattern of moderate 
acceptance but low sustained usage. Oyetunde et al. (2019) found that community 
pharmacists’ acceptance of MAS was “moderate”, with perceived reliability and 
awareness strongly predicting intention to use, while concerns about workflow disruption 
and SMS failure hindered routine integration into dispensing practice.   Audience-level 
research reports low public participation rates, especially in rural areas, despite high 
awareness of fake drugs (Uzochukwu & Chinedu-Okeke, 2017; Njoku, 2024). These 
findings indicate that the partial success of MAS demonstrated by pockets of effective 
use, coexists with systemic failure at national scale, driven by fragile infrastructure, static 
architecture, and limited capacity for adaptive learning. 

2.4 MAS-Type and Digital Authentication Systems in Other Developing Countries 

Beyond Nigeria, various mobile- and code-based authentication systems have been 
implemented across Africa and Asia. mPedigree, initially piloted in Ghana and later 
deployed in other African countries, pioneered scratch-panel codes verified by SMS to 
authenticate medicines at pharmacies (Rasheed et al., 2018).   Case studies of Sproxil’s 
deployments in Nigeria, Ghana, and India report millions of verifications, high consumer 
satisfaction, and strengthened relationships between manufacturers and patients, 
particularly in branded antimalarial and antibiotic markets (Sproxil, 2015; Sproxil, 2013).  
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These implementations illustrate relative success when mobile authentication is tightly 
coupled with: 

Strong manufacturer buy-in and branding incentives, Continuous consumer education 
campaigns, and 

Data analytics dashboards that allow firms to monitor verification patterns and detect 
suspicious spikes. 

At the same time, cross-country reviews highlight recurring challenges: sustainability of 
donor-funded systems, dependence on mobile operators’ tariff policies, and difficulty 
integrating consumer-facing verification with upstream supply-chain monitoring (Rasheed 
et al., 2018; Saeed et al., 2022). More recent innovations in LMICs include blockchain-
backed QR code schemes and AI-enabled counterfeit detection in countries such as 
Mongolia and Bangladesh. Pilot projects on “counterfeit medicine detection using 
blockchain and AI” in Mongolia linked serialized drug identifiers to a permissioned 
blockchain, with early evidence of improved transparency but also significant governance 
and cost challenges (FarmaTrust & Crypto reporter, 2018, 2018).   Similar QR-based anti-
counterfeit proposals in South and Southeast Asia emphasize cryptographic protection of 
codes and consensus-based verification but are still largely at prototype or pilot stage.  

Overall, experiences from other LMICs suggest that mobile authentication can achieve 
localised success with a broader digital traceability strategy, but struggles to fully 
suppress counterfeit markets when implemented as a stand-alone SMS tool. 

2.5 Track-and-Trace and Verification Systems in High-Income Countries 

In high-income regions, regulators have tended to favour system-wide track-and-trace 
regimes rather than consumer-driven MAS. The European Union’s Falsified Medicines 
Directive (FMD) mandates the serialization of prescription-only medicines with a 2D data-
matrix code and systematic verification at the point of dispensing, alongside tamper-
evident packaging (Directive 2011/62/EU).  

Implementation studies from EU hospital and community pharmacies show that FMD has 
strengthened legal supply-chain protection but introduced workflow burdens and new cost 
components. In Hungarian hospital pharmacies, Vajda et al. (2021) documented 
substantial time and cost overhead associated with scanning and decommissioning each 
pack under FMD, requiring process redesign and additional staffing.   In England, 
community pharmacies reported concerns about increased workload and technical 
readiness, even as the regulation was perceived as important for patient safety (Barrett 
et al., 2020).   Surveys of pharmacists across Europe similarly note that while FMD 
enhances safety, its practical benefits are sometimes perceived as small relative to the 
implementation burden, especially where the baseline risk of falsified medicines in the 
regulated supply chain is low (Dalton et al., 2022; Melia et al., 2024). In the United States, 
the Drug Supply Chain Security Act (DSCSA) mandates a phased rollout of an 
interoperable electronic system to identify and trace prescription drugs at the package 
level. The DSCSA framework relies on serialized identifiers and electronic transaction 
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data exchanged between authorized trading partners, aiming to prevent entry of 
counterfeit products and enable rapid recalls (Brechtelsbauer et al., 2016; U.S. Food and 
Drug Administration [FDA], 2025).   Evaluations of digital traceability pilots suggest that 
blockchain-enabled last-mile verification could reduce verification effort and generate 
significant cost savings for dispensers, while improving detection of suspicious products 
(Chien & Blockchain Healthcare Today, 2020; Lee & Yeon, 2021).  

Compared to Nigeria’s MAS, these high-income systems are less consumer-centric but 
more infrastructure-centric, embedding serialization, scanning, and data exchange into 
professional workflows. They showcase regulatory success in closing formal supply-chain 
loopholes, but still face challenges relating to cost, interoperability, and coverage of 
informal channels. 

2.6 Synthesis: Global Successes and Failures of MAS-Type Systems 

Across both developed and developing countries, several cross-cutting patterns emerge: 

1) Architecture matters more than interface 

SMS-based MAS in Nigeria and other LMICs improved consumer awareness but did not 
radically shrink counterfeit markets because they were built as thin layers over weak, 
centralized back-end databases. By contrast, EU FMD and U.S. DSCSA embed 
serialization and verification into every transactional step in the legal supply chain, making 
it harder for counterfeit products to circulate undetected. However, these systems still 
have limited reach into informal or cross-border gray-markets (Brechtelsbauer et al., 
2016; Melia et al., 2024).  

2) Socio-technical alignment determines adoption 

In Nigeria, community pharmacists and consumers cite unreliability, SMS costs, and poor 
network quality as reasons for not using MAS regularly (Oyetunde et al., 2019; Njoku, 
2024).   In Europe, pharmacists highlight increased workload and scanning errors under 
FMD (Vajda et al., 2021; Dalton et al., 2022).   These findings underscore that technical 
solutions must fit into existing workflows, economic incentives, and infrastructure realities. 

3) Data and analytics are underexploited 

Many current implementations, whether MAS in Nigeria or FMD/DSCSA in high-income 
settings, treat authentication mainly as a binary verification task. Global reviews 
emphasize that the full potential of digital systems lies in using verification logs, geospatial 
data, and anomaly patterns for predictive surveillance (Rasheed et al., 2018; Saeed et 
al., 2022; Lee & Yeon, 2021).   This aligns with the AI-driven approach proposed in this 
paper, which treats MAS logs as a rich data source for machine-learning-based risk 
scoring rather than a mere yes/no check. 

4) Hybrid models show the greatest promise 

Emerging projects that combine serialization, blockchain, AI-based anomaly detection, 
and end-user verification—such as Mongolia’s blockchain-and-AI pilot, Sproxil’s analytics 
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dashboards, and blockchain-based anti-counterfeit traceability platforms—point towards 
hybrid architectures that integrate consumer, supply-chain, and regulatory perspectives 
in one ecosystem (Lee & Yeon, 2021; Chien, 2020; FarmaTrust & Crypto reporter, 2018).  

In summary, the literature shows that while Nigeria’s MAS shares features with other 
mobile verification systems, its static SMS design, centralized data model, and weak 
integration with broader traceability tools explain much of its limited impact. At the same 
time, experiences from high-income countries demonstrate that stronger serialization and 
track-and-trace frameworks are feasible but costly and complex. These global successes 
and failures collectively justify a next-generation Nigerian MAS that combines mobile 
interfaces with AI-driven analytics, blockchain-based traceability, and interoperable data 
pipelines; exactly the direction of the AI-based framework developed in the rest of this 
paper. 

2.7 Identified Research Gaps 

The literature review highlights several gaps that this study aims to address: 

1) Limited computing-oriented evaluations: Most existing research on MAS focuses on 
policy, user behaviour, or awareness campaigns, with minimal technical assessment 
of system architecture and scalability (Ezenduka et al., 2021). 

2) Lack of adaptive AI integration: Current MAS doesn’t leverage predictive analytics or 
machine learning to proactively identify counterfeit patterns. 

3) Insufficient interoperability: MAS operates largely in isolation, with no integration into 
broader health or regulatory databases, limiting traceability and analytics potential. 

4) Limited mixed-method analyses: Few studies combine quantitative system logs with 
qualitative stakeholder perspectives to provide a holistic evaluation. 

Table 1: Comparative Analysis of MAS and AI-Based Authentication Systems 

Feature Traditional MAS AI/Data Science-Based Framework 

Verification Method SMS code SMS/Apps with ML & anomaly detection 

Proactivity Reactive Predictive, anomaly detection 

Scalability Limited High (cloud-based & AI-optimized) 

Data Integration Minimal 
Full integration with supply chain & 
regulatory data 

Security Vulnerable to code duplication Blockchain-backed immutability 

Adaptability Static codes Dynamic, adaptive algorithms 

Suitability for LMICs Medium Medium–High (requires 

This comparison demonstrates how AI and data science approaches directly address the 
systemic weaknesses of MAS while offering proactive, scalable, and secure 
authentication. The identified gaps provide a clear rationale for proposing a hybrid AI-
driven MAS framework tailored to LMIC’s specific challenges. 
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3. RESEARCH METHODOLOGY 

This section covers research design, data collection, data analysis, AI/data science 
framework, and evaluation metrics.  

3.1 Research Design 

This study adopts a mixed-methods research design, integrating both quantitative and 
qualitative approaches to provide a comprehensive evaluation of Nigeria’s MAS and the 
design of an AI-enhanced authentication framework. The quantitative component involves 
analysis of MAS system logs, pharmaceutical supply chain datasets, and simulated 
authentication attempts to evaluate system performance, usage patterns, and structural 
weaknesses. The qualitative component comprises semi-structured interviews with key 
stakeholders, including pharmacists, regulators, and software developers, to capture 
insights on adoption barriers, user experiences, and operational challenges (Creswell & 
Creswell, 2018). The mixed-method approach allows for triangulation of technical and 
human factors, ensuring that proposed solutions are both technically robust and 
contextually feasible. This approach has been widely recommended in information 
systems research, particularly for technology evaluation in public health contexts (Vivek 
& Nanthagopan 2021; Wasti et al, 2022; Onwuegbuzie & Johnson, 2006). 

3.2 Data Collection 

Quantitative Data: 

Data were collected from three primary sources: 

1) MAS Verification Logs: Anonymized records of SMS verification attempts spanning 
2018–2023, including timestamps, response times, verification outcomes, and 
geographic distribution. 

2) Pharmaceutical Supply Chain Data: Records from NAFDAC-certified distributors 
detailing shipment volumes, batch numbers, and product serialization. 

3) Simulated Counterfeit Attempts: Synthetic datasets representing potential attack 
scenarios (e.g., code duplication, rapid verification requests) were generated to 
evaluate system resilience. 

Qualitative Data: 

Semi-structured interviews were conducted with 25 stakeholders across the 
pharmaceutical supply chain in Nigeria, including pharmacists, regulatory officers, and IT 
administrators involved in MAS deployment. Interview questions focused on perceptions 
of MAS effectiveness, observed limitations, adoption challenges, and potential 
improvements. Interviews were audio-recorded, transcribed and anonymized to ensure 
confidentiality (Braun & Clarke, 2019). 

The combination of these datasets enables a holistic evaluation, linking system-level 
technical vulnerabilities with user-centred adoption challenges. 
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3.3 Data Analysis 

I. Quantitative Analysis: 

Descriptive Statistics was used to summarize MAS usage patterns, verification success 
rates, and geographic adoption trends. Machine learning techniques, including Random 
Forest (RF) and Support Vector Machines (SVM), were applied to detect anomalies in 
verification patterns, identifying high-risk batches or counterfeit attempts (Zhou et al., 
2021). For Network Analysis the Geographic information system (GIS) mapping was 
employed to identify hotspots of counterfeit activity and low MAS adoption, supporting 
targeted interventions. 

II. Qualitative Analysis: 

The thematic analysis followed Braun and Clarke’s (2006) six-phase approach; 
transcripts were coded for recurring themes such as usability challenges, trust issues, 
and infrastructure limitations. Integration of Findings: Themes from qualitative analysis 
were mapped onto quantitative patterns to identify correlations between system 
performance and stakeholder experiences. 

Ethical Considerations: 

All participants provided informed consent, and data were anonymized to protect privacy. 
The study adhered to ethical guidelines for research involving human subjects (Belmont 
Report, 1979). 

3.4 Proposed AI/Data Science Framework 

 

Figure 2: The AI/Data Science layered framework for MAS: User, Verification, and 
Analytics layers 
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To address the identified technical weaknesses of MAS, this study proposes a hybrid 
AI/Data Science framework that integrates predictive analytics, machine learning (ML), 
anomaly detection, and blockchain-based verification. The architecture is three-layered 
(Figure 2) and designed to be scalable, secure, and adaptable to the Nigerian 
pharmaceutical context. 

User Layer: 

This layer includes pharmacists, consumers, and regulatory personnel interacting with 
the system via mobile applications or SMS. Users input the product’s authentication code, 
which is then routed to the verification layer. This layer also captures user behaviour data, 
such as verification frequency and location, which feeds into analytics modules for pattern 
recognition. 

Verification Layer: 

The core verification layer implements blockchain-backed immutability, ensuring each 
drug code is uniquely logged and cannot be duplicated without detection. Smart contracts 
validate codes in real time, flagging invalid or suspicious attempts.  

Codes from legitimate batches are checked against a centralized registry to confirm 
authenticity. In addition, the system maintains a dynamic risk scoring module, which 
assesses code validity based on historical verification patterns, geographic anomalies, 
and other contextual metadata. 

Analytics Layer: 

The analytics layer applies machine learning algorithms for anomaly detection and 
predictive modelling. For instance, Random Forest classifiers identify unusual verification 
patterns indicative of counterfeiting, while clustering algorithms detect geographic or 
temporal hotspots of fraudulent activity. The analytics module also continuously updates 
the risk scoring models, enabling adaptive learning and improving detection accuracy 
over time. Outputs from this layer are fed back to the user interface and regulatory 
dashboards to support proactive interventions. 

Algorithmic Flow: 

a) User inputs product code → Verification Layer. 

b) Verification Layer checks code against blockchain registry returns Valid or Invalid 
status. 

c) Analytics Layer processes historical and real-time data determine: Anomaly 
detection & risk score. 

d) Feedback delivered to user & regulatory dashboards are: Alerts, recommendations. 

e) All interactions immutably logged through blockchain for traceability. 
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This architecture aims at transforming MAS from a reactive SMS-based system into a 
proactive, intelligent platform capable of detecting emerging counterfeiting strategies 
while maintaining transparency, trust, and scalability. 

3.5 Evaluation Metrics 

The proposed framework will be evaluated using the following key metrics: 

1) Authentication Accuracy: Percentage of correct verification outcomes compared to 
ground truth. 

2) Detection Rate: Proportion of counterfeit attempts correctly flagged by the analytics 
layer. 

3) Scalability: Ability to handle large volumes of verification requests without 
performance degradation, measured through simulated load testing. 

4) User Adoption: Percentage increase in engagement from pharmacists and 
consumers compared to legacy MAS adoption rates. 

5) Response Time: Average latency from code input to verification feedback. 

6) System Robustness: Resistance to code duplication, smart contract tampering, and 
network failures. 

These metrics collectively assess both technical performance and user-centred 
effectiveness, ensuring that the framework is not only accurate but also practical and 
implementable in real-world conditions. 
 
4. RESULTS AND ANALYSIS 

These includes quantitative system simulation, qualitative stakeholder insights, 
comparative analysis, and discussion of results. 

4.1 Quantitative Results (System Simulation) 

The AI-enhanced framework was tested through simulated datasets representing 1 
million verification attempts across urban and rural Nigerian contexts. Results were 
benchmarked against the current MAS model using five key performance metrics: 
authentication accuracy, detection rate, scalability, response time, and robustness. 

 Authentication Accuracy: The AI-driven model achieved 95% accuracy compared to 
MAS’s 72%. This improvement reflects the model’s ability to integrate anomaly 
detection and blockchain validation, reducing errors caused by duplicate or fraudulent 
codes. 

 Detection Rate: The AI system flagged counterfeit attempts with a detection rate of 
88%, compared to MAS’s 56%. This demonstrates the ability of machine learning 
classifiers to detect emerging counterfeit patterns that static SMS-based systems 
overlook. 
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 Scalability: Under simulated load conditions, the AI model processed 10,000 
concurrent requests with <1.2 seconds latency, while MAS experienced system 
slowdowns beyond 2,000 concurrent requests. 

 Response Time: Average response time in the AI model was 0.8 seconds, compared 
to MAS’s 2.4 seconds, making verification more user-friendly. 

 System Robustness: The blockchain-integrated layer prevented code duplication, 
showing 100% resilience against replay attacks in simulations, whereas MAS was 
vulnerable in 35% of test cases. 

 

Figure 3: Comparative analysis of MAS and AI framework performance metrics 
(simulation results) 

4.2 Qualitative Results (Stakeholder Insights) 

The interviews with 25 stakeholders revealed consistently thenfollwing themes: 

 Low Awareness and Usage: 70% of pharmacists admitted they rarely encouraged MAS 
use due to poor user adoption and frequent SMS failures. 

 Trust Deficit: Many participants indicated that consumers had lost trust in MAS after 
repeated “invalid code” errors, even for genuine drugs. 

 Infrastructure Barriers: Telecom delays and electricity shortages were cited as major 
bottlenecks. 

 Perceived Benefits of AI Integration: Stakeholders expressed optimism that a more 
intelligent, app-based system with visual dashboards and geospatial alerts would 
improve adoption and regulatory oversight. 
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These qualitative insights aligned with the quantitative results, confirming that MAS’s 
failure stemmed not only from technical weaknesses but also from user experience 
challenges. 

4.3 Comparative Analysis 

When the simulation results and stakeholder feedback were combined, the AI-enhanced 
system clearly outperformed the existing MAS: 

 MAS is reactive (only checks codes after purchase), while the AI framework is 
proactive, identifying suspicious activity before circulation. 

 MAS suffers from code duplication, while the blockchain-integrated AI system ensures 
immutability. 

 MAS struggles with scalability, while the AI model handles high request volumes with 
minimal latency. 

Stakeholder trust in MAS is low, but interviews suggest an AI-driven, transparent 
framework could restore confidence. 

Figures 4a and 4b present a comparative visualization of simulated counterfeit detection 
intensities across Nigerian regions. While Figure 4a summarizes regional detection 
strength, Figure 4b expands this perspective temporally, showing monthly variation. 
Lagos and Kano consistently exhibit the highest counterfeit activity, indicating dense 
pharmaceutical trade and weak enforcement in those corridors. The spatiotemporal 
gradient in Figure 4b further confirms dynamic shifts in counterfeit circulation, 
emphasizing the need for adaptive, data-driven surveillance mechanisms within the 
proposed AI framework 

 

Figure 4a: Regional hotspots detected for counterfeit distribution in Nigeria 
(simulation results) 
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Figure 4b: Counterfeit Detection Hotspots by Region and Month (simulation 
heatmap) 

4.4 Discussion of Results 

The results suggest that Nigeria’s MAS failed due to structural and technical design flaws: 
reliance on SMS, absence of predictive intelligence, and lack of secure serialization. The 
AI-driven framework addresses these by providing real-time anomaly detection, 
blockchain-based traceability, and geospatial hotspot mapping. Importantly, the 
framework is scalable to other LMICs with similar counterfeit drug markets. While it 
requires investment in data infrastructure and regulatory adaptation, the projected gains 
in accuracy, speed, and trust justify the shift. 
 
5. DISCUSSION 

This section Interprets results, links findings to literature, discusses policy and practice 
implications, challenges, and contributions. 

5.1 Interpretation of Findings 

The results demonstrate that Nigeria’s current MAS architecture underperforms in almost 
every technical metric compared to the proposed AI-driven framework. The MAS system’s 
reactive, SMS-based model suffers from inherent limitations: slow response times, poor 
scalability, and susceptibility to code duplication. The simulated results (Figure 3) confirm 
that MAS accuracy (72%) and detection rates (56%) remain far below the thresholds 
required for effective counterfeit prevention, particularly in high-volume markets like 
Nigeria (Wogu et al., 2019).  



Xi'an Shiyou Daxue Xuebao (Ziran Kexue Ban)/ 
Journal of Xi'an Shiyou University, Natural Sciences Edition 

ISSN: 1673-064X 
E-Publication: Online Open Access 

Vol: 69 Issue 06 | 2026 
DOI: 10.5281/zenodo.20700831 

 

May 2026 | 31 

In contrast, the proposed AI-enhanced framework leverages machine learning classifiers 
and blockchain-based serialization, achieving 95% accuracy and 88% detection rates. 
This aligns with global research on AI-enabled drug authentication, which emphasizes 
that predictive analytics and immutable verification can significantly reduce counterfeit 
penetration (Zhu et al., 2022; Salah et al., 2021). The simulated adoption trends (Figure 
5) also suggest that by overcoming MAS’s trust and usability barriers, user engagement 
could rise dramatically, reaching 75% within five years. 

 

Figure 5: Adoption trend simulation comparing legacy MAS with the proposed AI-
enhanced framework 

ROC Curve Analysis 

The Receiver Operating Characteristic (ROC) analysis provides a quantitative 
comparison between the diagnostic capabilities of the legacy MAS and the proposed AI-
based framework. As illustrated in Figure 6, the traditional MAS model exhibited a shallow 
ROC curve with an area under the curve (AUC) of approximately 0.68, indicating limited 
discrimination between genuine and counterfeit pharmaceuticals. This weak performance 
stemmed from the system’s reliance on static code verification and centralized databases, 
which made it vulnerable to code reuse and network delays. 

In contrast, the AI-enhanced model demonstrated a significantly steeper ROC curve with 
an AUC value of 0.95, confirming its superior classification accuracy. The high true 
positive rate (≈95%) and low false positive rate (≈5%) show that the AI model effectively 
distinguishes counterfeit drugs from genuine ones, even under noisy data conditions. This 
result underscores the robustness, scalability, and adaptability of the AI-driven approach 
compared to the reactive, rule-based nature of Nigeria’s MAS infrastructure. 
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Figure 6: ROC curve demonstrating discrimination capacity of AI-enhanced MAS 
compared to legacy MAS 

Confusion Matrix Analysis 

 

Figure 7: Confusion matrix illustrating AI-enhanced MAS prediction outcomes 

The confusion matrix in Figure 7 provides deeper insight into the classification reliability 
of the AI-enhanced Mobile Authentication Service (MAS). The matrix shows that the 
model correctly identified 920 counterfeit drug instances (true positives) and 955 genuine 
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drugs (true negatives), while only misclassifying 80 and 45 samples, respectively. This 
corresponds to an overall accuracy of approximately 94.7% and a balanced precision–
recall performance across both classes. In contrast, historical data from the original MAS 
system reflected significantly higher rates of misclassification due to duplicated codes, 
incomplete text queries, and network-related delays. The improved balance between 
sensitivity and specificity achieved by the AI model demonstrates its robustness in 
handling real-world authentication noise and regional data variability. Collectively, these 
results confirm that the AI framework provides a far more reliable decision-support 
mechanism for authenticating pharmaceutical products in Nigeria’s supply chain than the 
legacy MAS infrastructure. 

Table 2: Performance Evaluation Metrics for MAS and AI Framework (AiFrmw) 

Metric MAS AiFrmw Improvement (%) 

Accuracy (%) 71.8 94.7 +22.9 

Precision (%) 68.5 95.3 +26.8 

Recall/Sensitivity (%) 66.1 94. +28.7 

F1-Score (%) 67.3 95.0 +27.7 

AUC (ROC) 0.68 0.95 +39.7 

False Positive Rate (%) 14.2 5.2 –63.4 

This table summarizes quantitative improvements across the main diagnostic metrics 
used in this work. The AI-based framework shows consistent gains in detection accuracy, 
precision, recall, and AUC, while reducing false positives by over 60 percent compared 
to Nigeria’s legacy MAS system. 

5.2 Link to Literature Review 

The literature highlighted three recurring weaknesses in MAS: (1) static code 
vulnerabilities, (2) network dependency, and (3) low adoption due to poor user trust 
(Amaechi & Ochonogor, 2023; Ezenduka et al., 2021). The findings confirm that these 
weaknesses are not merely operational but are embedded in MAS’s system design. 

Furthermore, Section 2 showed that while MAS provides a point-of-purchase verification 
mechanism, it lacks predictive and adaptive capabilities. The integration of AI addresses 
this gap by shifting from verification to intelligent surveillance; predicting risks before 
counterfeit drugs reach consumers. This proactive paradigm is consistent with 
recommendations from WHO (2022), which emphasize end-to-end pharmaceutical 
traceability supported by digital technologies. 

5.3 Implications for Policy and Practice 

The implications of these findings extend beyond Nigeria: 

1) For NAFDAC: The results suggest that regulatory efforts should pivot from SMS-only 
systems toward multi-channel AI-driven architectures. By incorporating blockchain and 
predictive analytics, NAFDAC could establish a more transparent, tamper-proof 
national drug registry. 
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2) For Pharmacists and Consumers: Enhanced user interfaces (e.g., mobile apps with 
QR-scanning, AI-assisted alerts) can restore trust in verification. As qualitative results 
revealed, pharmacists in particular are positioned as gatekeepers who can drive 
adoption if the system is reliable and intuitive. 

3) For LMICs: Nigeria’s experience illustrates the limitations of deploying MAS in isolation. 
The findings advocate for hybrid digital ecosystems, where MAS is one layer in a 
broader infrastructure that includes blockchain traceability, IoT-enabled packaging, and 
AI-driven risk monitoring (Mackey & Nayyar, 2016). 

5.4 Practical Challenges and Risks 

Despite the promise of AI-driven frameworks, several challenges must be acknowledged: 

 Data Availability: Training ML models requires large, high-quality datasets of counterfeit 
incidents, which are often scarce or fragmented in Nigeria (Onwuchekwa et al., 2023). 

 Cost of Implementation: Deploying blockchain infrastructure and AI models at scale 
requires investment that may be difficult for LMIC governments without donor or 
private-sector support. 

 Digital Divide: While adoption rates may increase, rural populations still face 
challenges such as limited internet access, power supply issues, and digital literacy 
gaps (Adeloye et al., 2022). 

 Regulatory Alignment: Legal frameworks must be updated to accommodate blockchain 
verification and AI-assisted decision-making in drug regulation. 

5.5 Contributions to Knowledge 

This study contributes to both computing and public health informatics in three ways: 

1) Technical Diagnosis of MAS: By applying a computing-oriented evaluation, it identifies 
system-level weaknesses that are often overlooked in policy-driven studies. 

2) Proposed Hybrid Framework: It introduces a conceptual AI-enhanced MAS that 
integrates blockchain, anomaly detection, and predictive analytics — advancing 
literature on digital health in LMICs. 

3) Mixed-Methods Evidence: The triangulation of simulated quantitative results and 
stakeholder qualitative insights strengthens validity and ensures contextual relevance. 

5.6 Broader Significance 

The broader significance of this study lies in its demonstration that anti-counterfeit drug 
interventions cannot remain static in the face of rapidly evolving counterfeiting techniques. 
Nigeria’s MAS failure underscores the limitations of one-dimensional solutions. The AI-
based framework not only provides a more technically resilient system but also offers a 
blueprint for digital health transformation in LMICs, aligning with global goals for safe and 
equitable access to medicines. 
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6. CONCLUSION AND FUTURE WORK 

This section summarizes contributions, highlights limitations, and suggests future 
research directions. 

6.1 Conclusion 

This study has provided a computing-oriented evaluation of Nigeria’s MAS, highlighting 
why it has failed to effectively mitigate the circulation of counterfeit medicines. Despite its 
early promise as a low-cost, consumer-friendly tool, MAS remains fundamentally 
constrained by its static SMS-based architecture, which is vulnerable to code duplication, 
poorly scalable, and incapable of predictive intelligence. These findings corroborate prior 
reports that MAS has struggled with low user adoption, infrastructure weaknesses, and 
persistent counterfeit penetration (Amaechi & Ochonogor, 2023; Wogu et al., 2019). 

Through a mixed-methods approach, this study triangulated quantitative simulations and 
qualitative stakeholder insights to provide a holistic picture of MAS’s limitations. 
Simulation results revealed that the AI-enhanced model significantly outperforms MAS 
across key metrics: authentication accuracy (95% vs. 72%), detection rate (88% vs. 56%), 
and scalability (10,000 concurrent requests vs. 2,000). Stakeholder interviews reinforced 
these findings, pointing to low trust, unreliable networks, and poor usability as barriers to 
adoption. 

Building on these insights, the paper proposed an AI-driven hybrid framework that 
integrates: 

 Machine Learning classifiers for anomaly detection and risk scoring, 

 Blockchain-backed serialization for immutable verification, and 

 Geospatial analytics for hotspot detection and regulatory targeting. 

By shifting from a reactive verification model to a proactive intelligence-driven ecosystem, 
this framework has the potential to transform drug authentication in Nigeria and provide 
a scalable blueprint for other LMICs facing similar challenges. 

6.2 Limitations 

While the study makes significant contributions, it acknowledges several limitations: 

1) Simulated Data: The quantitative results are based on simulated system logs and 
synthetic datasets, not large-scale, real-world MAS databases. This may limit the 
generalizability of performance estimates. 

2) Stakeholder Scope: Interviews focused on pharmacists, regulators, and IT staff. Wider 
perspectives such as rural consumers, telecom operators, and manufacturers would 
enrich the analysis. 
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3) Technical Validation: The AI framework was not deployed in a live environment; results 
are based on simulation modeling and conceptual validation. Practical implementation 
may encounter unforeseen challenges. 

6.3 Future Work 

To advance this research, several directions are recommended: 

1) Pilot Deployment: Implement the AI-driven MAS framework in a controlled regional 
setting (e.g., Lagos or Abuja) to validate performance under real-world conditions. 

2) Integration with IoT: Explore embedding IoT sensors (e.g., RFID, NFC tags) in drug 
packaging for multi-layer authentication beyond codes and blockchain. 

3) Advanced AI Techniques: Future iterations should test deep learning models (e.g., 
LSTMs, GNNs) for anomaly detection to capture temporal and relational patterns in 
counterfeit activity. 

4) User-Centric Design: Conduct longitudinal studies on consumer adoption, focusing on 
digital literacy, mobile penetration, and cultural trust factors in Nigeria. 

5) Policy Alignment: Collaborate with NAFDAC and regional regulators to integrate 
blockchain-based serialization into national pharmaceutical policies. 

6) Global Applicability: Comparative research across LMICs (e.g., Ghana, Kenya, India) 
would assess the scalability of this framework in diverse socio-technical contexts. 

6.4 Final Remarks 

Counterfeit medicines remain a critical threat to public health, particularly in Nigeria where 
weak infrastructures and porous markets enable falsified pharmaceuticals to thrive. The 
failure of MAS underscores the limitations of static, one-dimensional interventions in 
addressing dynamic and adaptive counterfeit networks. 

By integrating AI, blockchain, and data science into authentication systems, Nigeria can 
transition from a reactive posture to a predictive, adaptive, and resilient model. This study 
contributes both a diagnosis of MAS’s failures and a vision for next-generation 
authentication, offering a pathway for Nigeria and LMICs more broadly to secure 
pharmaceutical supply chains and protect populations from the dangers of falsified drugs. 
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